[bookmark: WAPT08][bookmark: _Toc207543926]WAPT08: Improper Error Handling
	Severity Level
	Informational

	Rating
	CVSS 0.0

	Reference
	CWE-693: Protection Mechanism Failure

	OWASP Top 10
	A05:2021 Security Misconfiguration

	Affected Endpoint(s)
	Application Wide


[bookmark: _Toc207543927]Description
Improper error handling occurs when an application exposes internal error messages, stack traces, or system details instead of returning controlled and user-friendly responses. Such weaknesses can provide attackers with valuable insight into the underlying technologies, configurations, and logic of the application.
During the assessment, the team managed to identify that the application discloses detailed error messages with some responses like: 500, 400, and other error codes, including internal information such as server type, technology stack, or detailed debug traces.
[bookmark: _Toc207543928]Impact
Detailed error messages expose underlying technologies, frameworks, and server details. Attackers can use this information to identify known vulnerabilities in those components, enabling more targeted and effective attacks against the environment.
[bookmark: _Toc207543929]Recommendation
The remediation recommendations are listed below:
· Configure the application to return generic error messages to users while logging detailed error information internally.
· Suppress stack traces and server version banners in error responses.












[bookmark: _Toc207543930]Steps To Reproduce
1. Manipulate any request in the application with unpredictable behaviours and observe the detailed error in the response body, as shown below:[image: A screenshot of a computer

AI-generated content may be incorrect.]
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Accept-Language:

5 Accept:
6
7 Accept-Encoding:
8
9

en-uUs,en;q=0.5

gzip, deflate, br

Content-Type: application/json; charset=utf-g
X-Requested-With: XMLHttpRequest

10 Content-Length: 653

11 Origin: https://cpd-cpdba-prod-1.apps.bpmnonprd.aaibank. root. loca

12 Referer:
https://cpd-cpdba-prod-1.apps.bpmnonprd. aaibank. root. local/baw-bawinsl/teamworks /execute
cF7mode1ID=1.8041e62c-F178-4dcd-825a-83c12e34B868FRsnapshotID=2064. 1F234Fae-15a2-4861-b57
4-2315€2774019&timeStamp=1756133032878Ravoi dBas i cAuthChallenge=true

13 Sec-Fetch-Dest: empty

14 Sec-Fetch-Mode: cors

15 Sec-Fetch-Site: same-origin

16 Te: trailers

17

18

19 {
"cfiid":"33033134.cF1",
"params

o
"2055.a2bf1265-0313-4370-8f1c-06bd55869d53": "jdbc/MsSq1srvBPMCommon'
"2055.bel66108-3eed-40ff-8leB-b2e20bf47789" [',"2055
.£3c79925-dRBd2-4b72-8185-4455b183bed]": "LKP_DB_COUNTRY", "dataversions': {"vars
":{}},"mappings":{"pDatasource":"2055.a2bf1265-0313-4370-8f1c-06bd55869d53
pProcessAcronym’:"2055.bel66108-3eed-40ff-81eR-b2e20bf47789", "pLKPCode": "2055
.£3c79925-dRd2-4b72-8185-4455b183bedl "}, " tMode1ID": "1.8041e62
c-f178-4dcd-825a-83c12e34868f", "callstack C

\
"'2025.faf834bd-45a0-4d0f-8cfe-cbe7d5df73b9\",\"2025.955dele0-7103-469d-80
BR-eB09446b4fab\"]",
"rootSnapshotID":"2064.1f234fae-15a2-4861-b574-2315e2774019"
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Target: https://cpd-cpdba-prod-1.apps.bpmnonprd.aaibank.rootlocal />
a- -

S \n =

Response

Pretty

HTTP/1.1 400 Bad Request

date: Mon, 25 Aug 2025 14:45:08 GMT

content-type: text/plain

Content-Length: 280

bpm_generic_header: SERVED

content-security-policy: default-src 'self' https://cpd-cpdba-prod-1.apps.bpmnonprd.aaib

data:; img-src 'self' blob: data:; script-src 'self' 'unsafe-eval' 'unsafe-inline' http

cal https://cpd-cpdba-prod-1.apps.bpmnonprd.aaibank.root. local wss://cpd-cpdba-prod-1.app

//cpd-cpdba-prod-1.apps.bpmnonprd. aaibank. root. local https://cpd-cpdba-prod-1.apps.bpmnon

s.bpmnonprd. aaibank. root. local https://cpd-cpdba-prod-1.apps.bpmnonprd.aaibank. root. local

rd.aaibank.root.local; worker-src blob:; style-src 'self' 'unsafe-inline' *.walkme.com

7 x-content-security-policy: default-src 'self' https://cpd-cpdba-prod-1.apps.bpmnonprd.aa

data:; img-src 'self' blob: data:; script-src 'self' 'unsafe-eval' 'unsafe-inline' ht

Tocal https://cpd-cpdba-prod-1.apps.bpmnonprd.aaibank. root. local wss://cpd-cpdba-prod-1.a
s://cpd-cpdba-prod-1.apps.bpmnonprd. aaibank. root. local https://cpd-cpdba-prod-1.apps.bpmn
pps . bpmnonprd. aaibank. root. local https://cpd-cpdba-prod-1.apps.bpmnonprd.aaibank. root. loc
nprd.aaibank. root. local; worker-src blob:; style-src 'self' 'unsafe-inline’ *.walkme.com

8 strict-transport-security: max-age=31536000

9 x-content-type-options: nosniff

10 x-xss-protection: 1; mode=block

11 access-control-allow-methods: GET,POST,PUT,DELETE,OPTIONS

12 access-control-max-age: 3600

13 access-control-allow-credentials: true

14 access-control-expose-headers: Content-Disposition

15 content-language: en-US

Raw  Hex  Render

VN NN

16 server:
7

18 CWTBGOG1BE: The request could not be processed successfully due to invalid input. Error m
19 at [Source: (org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column:
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